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Abstract—With the advent of Artificial Intelligence, academic
dishonesty in programming related study has risen dramatically
as students use AI tools to mask plagiarism through variable
renaming, structural refactoring, and logical changes. We present
CodeBuster, a multilayered plagiarism detection system designed
to combat these forms of plagiarism using a trained model
that computes similarity between two C++ programs more
effectively than traditional token only methods. Our approach
combines a token based similarity check, a GraphCodeBERT
semantic embedding model, and an output similarity check,
aggregated into a feature vector and passed through a Multilayer
Perceptron (MLP). On our evaluation set, the model achieves
an overall accuracy of 0.798 with weighted precision, recall, and
F1 scores of 0.801, 0.798, and 0.798, respectively. The confusion
matrix (TN=1267, FP=392, FN=247, TP=1253) indicates balanced
detection performance across both plagiarized and non plagiarized
classes, with strong true positive identification and controlled false
negative rates. These results suggest that incorporating semantic
and behavioral analysis can have a significant positive detection
of sophisticated plagiarism, showing a potential multi layered
framework that could bridge the gap between traditional token
based detection and semantic-aware, behaviour-aware analysis.

I. INTRODUCTION

A. Motivation

With the rapid proliferation of generative artificial intelli-
gence (GenAI) tools in academic settings, maintaining integrity
in computer science programming education has become an
increasingly urgent challenge. Tools such as ChatGPT, GitHub
Copilot, and Claude Code enable students to instantly generate
syntactically correct, functional code, creating a new and
accessible mechanism for submitting work that is not their
own [1]. Evidence confirms the scale of this problem as a 2024
ACM study found a measurable increase in plagiarism in an
introductory CS course following the public release of ChatGPT,
with students shifting away from traditional plagiarism hubs
toward AI as their primary cheating tool, and those who did
so showing statistically significant learning losses proportional
to the amount of plagiarized work submitted [2].

What makes this form of academic dishonesty particularly
difficult to address is that it extends far beyond simple copy and
paste. A student can submit a stolen solution to a GenAI model
and receive a functionally identical program with renamed

variables, restructured control flow, reordered logic, and altered
syntax, allowing them to fully preserve runtime behavior while
obscuring the code’s origin. These techniques, once requiring
significant manual effort, are now automated and available
to any student. This highlights a critical need for plagiarism
detection systems capable of reasoning not just about the textual
surface of code, but about its deeper semantic and behavioral
properties. This paper presents CodeBuster, a multilayered
plagiarism detection system for C++ assignments designed to
meet this need.

B. Related Works

The two most widely deployed plagiarism detection tools
in academic CS settings are Measure of Software Similarity
(MOSS) [3] and JPlag [4]. Both rely on token based comparison:
MOSS employs document fingerprinting via the Winnowing
algorithm to identify shared substrings between submissions,
while JPlag converts programs into token sequences and
applies the Greedy String Tiling algorithm to compute pairwise
similarity. These tools perform well against direct copying
and superficial edits, but they treat code as text rather than
as computation. Consequently, they are fully vulnerable to
structural obfuscation such as dead code insertion and statement
reordering, and in one documented case, MOSS flagged 93%
of honest submissions as suspicious simply because the optimal
solutions to a short problem converged on the same structure
[5]. AI generated code compounds this failure: because it is
novel and does not match any previously submitted work, it
evades token based detection entirely.

To address these limitations, we combine three complemen-
tary layers of analysis in CodeBuster. First, Term Frequency-
Inverse Document Frequency (TF-IDF) cosine similarity cap-
tures lexical overlap and flags direct or lightly modified
copying. Second, a fine tuned GraphCodeBERT model produces
semantic embeddings that encode both source code tokens and
data flow graphs, enabling detection of functionally equivalent
code that has been structurally refactored. Third, an output
based comparison layer executes both submissions against
a shared test suite and measures the proportion of identical
outputs, catching cases where even semantic analysis may be



insufficient. These three signals are combined into a feature
vector fed through a Multilayer Perceptron (MLP) trained on
a labeled dataset of original and obfuscated C++ code pairs to
produce a final plagiarism probability score.

C. Problem Definition

CodeBuster faces several challenges that must be addressed
to ensure accurate and reliable plagiarism detection. Ensuring
data quality and diversity is critical, as the system must
perform consistently across varying coding styles, skill levels,
and obfuscation techniques. Maintaining model performance
across these conditions is difficult, as students may employ
combinations of variable renaming, logic reordering, and
structural refactoring to disguise plagiarized work. We also need
to ensure that the three layers of analysis are well calibrated
so that no single signal dominates the final classification.

Designing a reliable pipeline for CodeBuster involves con-
structing a labeled dataset of original and obfuscated C++ code
pairs, which adds significant complexity to the development
process. Addressing these challenges while delivering a system
that is both accurate and practical is central to the success of
CodeBuster.

II. METHODOLOGY

Our system employs a multimodal pipeline for detecting
plagiarism and similarity between C++ submissions even after
extensive refactoring. We compute three distinct similarity
measures, token, semantic, and output similarity, and then
classify the combined signal using an MLP.

A. Token Similarity via TF–IDF and Cosine Similarity

Token similarity captures lexical overlap: shared keywords,
operators, and identifiers. Each submission is transformed into
a vector using TF–IDF.

Term frequency–inverse document frequency is defined as

TF-IDF(t, d) = TF(t, d)× IDF(t), (1)

where TF(t, d) counts occurrences of token t in document
d, and IDF(t) down weights common tokens (e.g., int,
return) while emphasizing distinctive ones.

We compute cosine similarity between the TF–IDF vectors
A and B:

cos(A,B) =
A ·B

∥A∥ ∥B∥
, (2)

B. Semantic Similarity via GRAPHCODEBERT

To test whether program logic is preserved under refac-
toring, we compute semantic similarity using a fine tuned
GRAPHCODEBERT. Unlike CodeBERT, which is primarily
token/sequence based, GRAPHCODEBERT integrates data
flow information to better represent procedural code. We first
decompose each file into function level units, embed those
units with GRAPHCODEBERT, and then aggregate chunk
level similarities into a file level score. Figure 1 illustrates
the workflow for computing function level semantic similarity
using GraphCodeBERT.

C++ Source File A C++ Source File B
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Function Decomposition
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GRAPHCODEBERT
Embeddings
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Semantic Similarity Score
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Fig. 1. Workflow for function level semantic similarity using GRAPHCODE-
BERT.

1) Function Level Decomposition: Source files often ex-
ceed the maximum input length of transformer models and
contain multiple independent semantic units. To address this,
each C++ file is parsed into individual functions using the
tree-sitter-languages module, which provides an
abstract syntax tree (AST) representation of the program. Let
a file F be decomposed into a set of functions:

F = {f1, f2, . . . , fn}. (3)

Each function is then tokenized. Functions whose token length
exceeds a fixed threshold (400 tokens in our implementation)
are further split into smaller overlapping chunks. This ensures
compatibility with the model input size while preserving local
semantic coherence. This results in a collection of chunks per
file, where each chunk represents a semantically meaningful
unit of code.

2) Chunk Embedding with GRAPHCODEBERT: Each chunk
is encoded using GRAPHCODEBERT, a transformer based
model pre-trained on large scale source code corpora with
structural information derived from program graphs. We fine
tuned this model on our labeled plagiarism dataset to adapt it
to the specific characteristics of C++ code similarity. Given a
chunk ci, GRAPHCODEBERT produces a dense embedding:

ei ∈ R768. (4)

For a file with n chunks, we obtain a set of embeddings:

E = {e1, e2, . . . , en}. (5)



These embeddings capture semantic properties such as control
flow, data dependencies, and functional intent, rather than
relying solely on surface level token similarity.

3) Similarity Matrix Computation: For a pair of files A
and B with chunk embeddings EA and EB , we compute a
pairwise cosine similarity between all chunk pairs:

Sij =
eAi · eBj

∥eAi ∥ ∥eBj ∥
. (6)

This produces a similarity matrix:

S ∈ R|A|×|B|. (7)

Each entry Sij measures the semantic similarity between chunk
i from file A and chunk j from file B. The matrix captures
fine grained relationships between all functional components
of both programs.

4) Softmax Weighted Aggregation: A naive average of all
values in S would heavily dilute strong plagiarism signals,
especially when two files share only a small number of similar
functions. To address this, we adopt a softmax weighted
aggregation strategy. First, we compute normalized weights:

wij =
exp(Sij/T )∑
k,ℓ exp(Skℓ/T )

, (8)

where T is a temperature hyperparameter controlling the
sharpness of the distribution. The final similarity score is
computed as:

Score =
∑
i,j

wijSij . (9)

Smaller values of T emphasize the highest similarities, allowing
strong matches to dominate the final score, while larger values
distribute weight more evenly. This produces a single file level
similarity score in the range [0, 1].

5) Multiple Instance Learning (MIL) Formulation: Each file
pair is treated as a bag of chunk pairs, rather than a single
instance. Although similarity labels (0 or 1) are available only
at the file level, the model implicitly learns which chunk pairs
contribute most to plagiarism. Each code file has multiple
instances (chunks), and each file pair has one label. This setting
corresponds to a Multiple Instance Learning (MIL) problem,
which is well suited for scenarios where only coarse grained
labels are available but fine grained patterns exist. MIL allows
the model to capture partial plagiarism, where only a subset
of functions may be copied.

6) Fine Tuning Strategy: We fine tune GRAPHCODEBERT
using a dataset of 1500 code pairs annotated with binary
similarity labels. For each pair: extract and chunk functions,
encode chunks, compute the similarity matrix, aggregate
similarities using softmax weighted aggregation, and compute
the loss. We use mean squared error (MSE) between predicted
similarity score ŷ and ground truth label y:

L = (y − ŷ)2. (10)

Optimization is performed using the Adam optimizer with the
learning rate selected on a validation set of 300 code pairs.

Training is conducted for multiple epochs, and the model with
the lowest validation loss is selected. Fine tuning adapts the
pre-trained representations to the specific characteristics of
C++ plagiarism patterns. Figure 2 summarizes the fine tuning
workflow for adapting GraphCodeBERT to code plagiarism
detection.

Code Pair Dataset
(labeled)

Function Decomposition
+ Chunking

GRAPHCODEBERT
Forward Pass (768-d)

Similarity Matrix
+ Aggregation (cosine)

Loss Computation
(MSE, y vs. ŷ)

Adam Optimizer
(update weights)

Fine-Tuned
GRAPHCODEBERT

3 epochs

Fig. 2. Fine-tuning workflow for adapting GRAPHCODEBERT to code
plagiarism detection.

7) Inference Procedure: Given a new pair of files, we:
1. Parse each file into functions.
2. Chunk long functions into overlapping segments.
3. Encode chunks using the fine-tuned GRAPHCODEBERT.
4. Compute the chunk level similarity matrix.
5. Apply softmax weighted aggregation.
6. Output a similarity score in [0, 1].
8) Advantages of the Proposed Approach: The proposed

method measures semantic similarity rather than surface level
token overlap, enabling detection of logically equivalent code
despite syntactic differences. Function level decomposition
allows the framework to scale to long source files, while the
MIL formulation supports partial plagiarism detection when
only subsets of functions are shared. GRAPHCODEBERT
embeddings provide robustness to code obfuscation techniques
such as renaming and reformatting, and the softmax weighted
aggregation emphasizes highly similar function pairs so that
strong plagiarism signals are not diluted by unrelated code.

C. Output Similarity via Program Execution

Some students rewrite the code but execute it in the same
manner. In other words, the two programs produce the same



output, yet are different upon visual inspection. This, however,
is a challenging aspect, as two programs may seek to solve
the same issue whilst not being directly plagiarized from
one another. For this reason, output similarity serves as a
complementary signal that strengthens detection confidence
rather than acting as definitive proof of plagiarism.

1) Sand boxed environment: The code pairs are handled in a
sandboxed environment using a temporary directory. Ensuring
clean up when the program is done running. The C++ code
pairs are first written into text files in the environment. Allowing
each pair is to be compiled using the g++ command. An output
similarity score of [0, 1] is returned if one file fails to compile
while the other compiles, and both are unable to compile,
respectively. On the successful compilation of both files, both
programs are executed on a fixed set of deterministic test cases.
Each test case contains a set of inputs fed to the program
through stdin.

T = {t1, t2, ..., tn} (11)

Each program is force terminated after a certain period of time
(0.5 seconds in this case), to catch infinite loops and hanging
programs, due to expecting more inputs. For a file run with n
inputs, we obtain a list of outputs, where one is a tuple: (raw,
decoded) containing the raw and decoded output given tn :

O = [o1, o2, ..., on] (12)

2) Output Comparison: For a pair of files A and B, with
outputs OA and OB , we perform a pairwise output similarity,
comparing oAn with oBn . First a check on the raw outputs of
the pair is performed:

R =

n∑
0

oAi .raw == oBi .raw (13)

If the raw outputs do not match, we proceed to compare
the decoded outputs. We compare the similarity of the data
structures of the outputs, breaking them down into three
fundamental types (floats, strings, and none types). To compare
floats we use a normalized distance equation to return a score
between [0, 1]:

D = 1− (
distance

abs(max(a, b))
) (14)

To compare strings we use the Levenshtein algorithm to
calculate the minimum number of single characters to transform
one string into another, with an output between [0, 1]. To
compare none types, we check if one output is a nonetype, if
the other is an empty string or 0, they are given a high score
(0.9). In the case both are none types return a score of 1.0. If
an output is a nonetype and the other output is none of the
previous cases, return a score of 0. This leaves us with a list
of output similarity scores, where sn is the output similarity
score of the pair oAn , oBn :

S = [s1, s2, ..., sn] (15)

The final score is calculated by taking the average of the list:

Score =

∑n
0 si
n

(16)

Returning a single final output similarity score in the range of
[0, 1].

3) Inference Procedure:
1. Compile and execute both files.
2. Compute output similarity for each input.
3. Compute the final output similarity score.
4. Output similarity score in range [0, 1].

D. Feature Vector and MLP Classifier

For each pair of submissions, we form a three dimensional
feature vector

x = [token sim, semantic sim, output sim], (17)

and feed it into a multilayer perceptron (MLP) classifier with
two hidden layers with 16 neurons each (ReLU activations)
and a binary output (0 = not plagiarized, 1 = plagiarized). This
choice is motivated by the low dimensional input, potential
non linear interactions between similarity measures, and fast
training. Training uses Binary Cross-Entropy with Logits loss
and the Adam optimizer (learning rate = 0.001). We employ
early stopping with patience of 10 epochs, saving the model
with lowest validation loss. The dataset is split 80/20 for
training and validation. Code pairs with predicted probability
greater than or equal to 0.5 are classified as plagiarized.

III. RESULTS

We evaluated CodeBuster on a held out test set of 3,159
C++ code pairs. Table I presents the evaluation metrics on the
held-out test set.

TABLE I
EVALUATION METRICS ON HELD OUT TEST SET

Metric Score
Accuracy 79.8%
Precision (class 1) 76.2%
Recall (class 1) 83.5%
F1 Score 0.798

Table II presents the confusion matrix for the evaluation set.

TABLE II
CONFUSION MATRIX

Predicted 0 Predicted 1
Actual 0 1267 392
Actual 1 247 1253

The model successfully identifies 83.5% of plagiarized
submissions while maintaining 76.2% precision, meaning most
flagged submissions are genuine cases of plagiarism.

IV. CONCLUSION

We presented CodeBuster, a plagiarism detection system
that combines token level, semantic, and output analysis to
identify similarity between two C++ code snippets. Our results
demonstrate that this multilayered approach achieves 79.8%
accuracy.



Key contributions of this work include: token-based similarity
using TF-IDF and cosine similarity, function-level decompo-
sition with GraphCodeBERT for semantic similarity, output-
based behavioral comparison to catch structural refactoring, and
an MLP ensemble that combines the three similarity signals
into a unified feature vector, learning non linear interactions
to produce a final plagiarism probability.

Future work includes expanding the test suite for output sim-
ilarity, training on larger and more diverse datasets, adversarial
testing against AI generated obfuscation, threshold calibration
for different deployment contexts, and implementing stronger
isolation mechanisms such as Docker containerization for safer
code execution.
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