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Abstract—AlI-generated imagery from diffusion and GAN-based
models is now photorealistic, enabling misinformation, fraud, and
non-consensual synthetic media. A key challenge for detectors is
cross-generator generalization: models that overfit to generators
seen during training often fail on new architectures. We present
DeepFakeDetector, a multi-branch framework that combines
complementary forensic cues: (i) a fine-tuned Vision Transformer
(ViT) for global semantic consistency, (ii) a distilled DeiT model
for efficient inference, (iii) a transfer-based EfficientNet-B0 CNN
baseline for robust convolutional features, and (iv) a Gradient Field
CNN that exploits structure-tensor coherence in image gradients.
On an OpenFake subset, individual branches range from 72.69 %
(frozen ViT) to 87.90% (EfficientNet-B0) accuracy. We further
evaluate on the AI-GenBench benchmark [1] and report fusion
baselines via logistic regression stacking and a meta-classifier.
Code: https://github.com/McMasterAl-Society/DeepFakeDetector,
Models: https://huggingface.co/DeepFakeDetector. Demo: https:
/lwww.deepfake-detector.app/.

I. INTRODUCTION
A. Motivation

The democratization of generative Al has dramatically
lowered the barrier to producing photorealistic synthetic
images. Modern text-to-image diffusion systems and fine-tuned
community models can generate images that are difficult for
humans to authenticate. This raises urgent concerns for media
integrity in journalism, politics, and everyday social platforms.
As detectors are deployed in user-facing applications, they must
be robust to new generators and common post-processing (e.g.,
compression and resizing).

A core technical difficulty is that many detectors implicitly
learn generator-specific artifacts and degrade sharply when
tested on images from unseen generative families. Prior work
shows that naive supervised training can fail to generalize
across generative model eras, motivating methods that rely
on transferable representations and robust cues rather than
memorization [2], [3].

Goal. We aim to build a practical detector that (i) generalizes
across generators, (ii) remains performant under common degra-
dations, and (iii) is deployable in an interactive web pipeline.
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We approach this by fusing diverse forensic signals (semantic,
gradient-coherence, and convolutional transfer features) into a
single calibrated probability.

B. Related Works

Universal and cross-generator detection. CNNDetection
[3] demonstrated that detectors trained on certain GAN images
can transfer to other GAN architectures; however, diffusion
models often exhibit different artifacts and shifts in frequency
space [4]]. UnivFD [2] showed that frozen foundation-model
features (e.g., CLIP/ViT) can separate real and synthetic images
via lightweight probes, improving generalization.

Diffusion-specific detection. DIRE [5]] detects diffusion-
generated images via reconstruction behavior under diffusion
re-encoding; while strong, it is substantially more expensive
than single-pass classifiers and less suited for interactive
applications.

Patch and region strategies. Patch selection methods
(SSP/ESSP) focus on low-texture regions where synthetic
artifacts can be more apparent [[6]. These methods offer
interpretability but may degrade under heavy compression.

Benchmarking and protocols. Recent benchmarks empha-
size evaluation protocols that better reflect deployment: (i)
generator holdout or temporal splits to test generalization
to future models, and (ii) systematic degradations (JPEG
compression, resizing, blur) to simulate social-media pipelines.
We follow this philosophy using AI-GenBench [1]] (website: [7]])
and additional cross-generator benchmarks such as Genlmage
[8] and Community Forensics [9].

C. Problem Definition

Let D = {(=,yi,9:)}, be images z; € RE*W>3 with
labels y; € {0,1}, where y; = 0 denotes real and y; = 1
denotes Al-generated; g; indicates the generator family (or
unknown for real images). We seek a detector fy : X — [0, 1]
that outputs p = fy(z).
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Cross-generator requirement. Partition generator families
into disjoint sets Gyain and Giest With Girain N Giest = 0. The goal
is to maintain strong performance on unseen generators:

AUROC( fo; Grest) & AUROC( fo; Gurain) - (1

Robustness requirement. Given a set of degradations T
(e.g., JPEG compression, blur, downsampling), we require
stable performance:

B, [AUROC( fe;t(x))] > AUROC(fg;7) — €. (2)
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Fig. 1: DeepFakeDetector overview. A single input image is
decoded and preprocessed, then passed through four expert
branches whose output probabilities are fused into a calibrated
prediction p.

II. METHODOLOGY
A. Data

Primary dataset. Our primary corpus is OpenFake [10], a
large-scale dataset pairing real images with synthetic counter-
parts generated by a diverse set of models. For rapid iteration,
we trained and evaluated initial branches on curated subsets:

e ViT/DeiT subset: Nyain = 2040, Ny = 2420, balanced.

o Gradient subset: Ny = 2000 (1,000 real / 1,000 fake),

balanced.

We implement a deterministic sampling pipeline for small-scale
experiments using WildFake (via ModelScope). Images are
shuffled with fixed seeds, converted to RGB if required, and
re-encoded as JPEG (quality=95) to standardize storage and
decoding.

AlI-GenBench benchmark split. For AI-GenBench [1]], we
use a single fixed random-seed split:

e Train: 14.4K x 2 (real/fake)
e Val: 3600 x 2 (real/fake)
o Test: approximately 4.94K total

Manual prompt-aligned dataset. We host a small, prompt-
aligned manually generated dataset at https://huggingface.
co/DeepFakeDetector/manual-gen-images. The dataset was
generated using GPT-40 image generation, Gemini Nano
Banana Pro, and approximately 27 Bing Image Creator images
(usage limited). It follows the repository structure described in
the project issue tracker, including prompt IDs and generator-
specific subfolders.

Licensing. All datasets are strictly used for academic
research. OpenFake is released under CC BY-SA 4.0, with
additional non-commercial restrictions for subsets derived from
proprietary generators [[10]. No images are redistributed beyond
permitted dataset hosting; only aggregate metrics are reported
in this paper.

B. Unified Preprocessing

A single preprocessing pipeline produces branch-specific
tensors from one input, preserving EXIF orientation. Luminance
is computed via explicit BT.709 coefficients.

1) Transformer preprocessing: Images are resized and
center-cropped to 224 x 224 and normalized with ImageNet
statistics:

T —p

&= ) 3)
o

p = (0.485, 0.456, 0.406), )

o = (0.229, 0.224, 0.225). 5)

2) Gradient Field preprocessing: We compute the luminance
L (Rec. 709):
L =0.2126 R + 0.7152G 4 0.07228, ©6)

compute Sobel gradients G, Gy, then form the (Gaussian-
smoothed) structure tensor:

_[ 6@ 6(G.Gy)
/= {gmzay) (@) | @
with eigenvalues A\; > Ay > 0 and coherence index:
(=)
K= ()\1+)\2> €1[0,1]. ®)

We stack six channels: T = [G,, Gy, |G|, sinf,cosb, k] €
R6%256x256 e use « as a physically-motivated statistic: real
images tend to have more coherent gradient structure than
synthetic images.
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C. Model Branches

DeepFakeDetector combines four experts that capture com-
plementary evidence for Al-generated image detection. For an
input image x, each branch k € {vit, deit, eff, grad} outputs
a logit z;(x) € R and probability pi(z) = o(zr(z)), where
o(t) = Tle—t

1) ViT Branch: ViT. We initialize from an ImageNet-
21K pretrained ViT-Base/16 [11] and fine-tune for binary
classification. Let hcrs(z) € R7%® be the final [CLS]
representation. A lightweight head maps it to a binary logit:

2it(2) = Wy dvie(hers () + b, vit(z) = o (zvie(x)).

©
The head ¢,y is a small MLP:
h1 = GELU(W; LN(hcrs(x)) + by), (10)
ho :GELU(W2 hi -‘rb2)7 (11
dvi(hers(x)) = Waha + b3, (12)

trained under both frozen-backbone and full fine-tuning
regimes.

2) DeiT Branch: DeiT. We use DeiT-Base Distilled (patch16-
224) [12]], which adds a distillation token. Let hcys(z)
and hpist(z) denote the final class and distillation token
embeddings. Unlike standard ViT, DeiT produces two classifier
outputs during training. The transformer outputs are processed
by a lightweight MLP head:

LayerNorm — Linear(512) — GELU — Dropout(0.2)
— Linear(2)

The model outputs:

Zdeit(ﬂf) = wdTeitg(hCLS (x), hDIST(x)) + baeits

Peit(®) = 0 (Zaeie())- (13)

Training is conducted under both frozen-backbone and full fine-
tuning regimes. In deployment, DeiT can serve as an alternative
to ViT in compute-constrained (CPU-centric) settings.

3) EfficientNet Branch: EfficientNet. As a convolutional
baseline, we fine-tune EfficientNet-BO pretrained on ImageNet
[13]. Let ¥e(#) € R? be the global pooled feature vector. A
linear classifier yields:

(14)

Zeft () = WeggWerr(2) + Desr, Deii(x) = 0 (zesr()).

Optimization uses AdamW for 10 epochs with batch size 32.

4) Gradient Field CNN Branch: Gradient Field CNN. To
capture subtle local structure cues, we employ a compact CNN
operating on six-channel gradient tensors. These tensors include
Sobel gradients (G, G, ), gradient magnitude |G|, orientation
(sinf, cos ), and coherence x computed from the structure

tensor:
A=)
- 1
k() (/\1 +>\2> €[0.1],

T(x) = [GI, Gy, |G|,siné, cosd, K] € ROX256x256

15)

(16)

The tensor is processed by a compact CNN with feature widths
(16,32,64):

17)
(18)

Zerad (%) = WyragWeraa (T () + beraa

pgrad(z) = U(Zgrad (I) ) .

Motivation / Evolution. Prior to adopting the Gradi-
ent Field CNN, we explored a frequency-domain CNN,
CompactFFTNet, trained on log-magnitude 2D FFTs of
grayscale 256 x 256 images. It consisted of three convolutional
blocks (16, 32, 64 filters) with batch normalization, RelLLU,
max pooling, and dropout, followed by global pooling and a
128-dimensional embedding feeding a binary classifier.

Although theoretically appealing for detecting frequency arti-
facts, CompactFFTNet underperformed (accuracy ~77-79%,
F1 ~0.78 on OpenFake) compared to ViT/DeiT and
EfficientNet-BO. We hypothesize that single-channel input and
limited model capacity reduced its ability to capture subtle
spatial-frequency patterns.

Real — Gradient |G|

al

Fake — Gradient |G|

M

Fig. 2: Modality-specific visualizations used for model inter-
pretability. Example panels include gradient/coherence-derived
maps and model attribution overlays that support user-facing
explanations.

D. Fusion

Each branch outputs a scalar probability pi(z) € [0,1]. We
combine these four probabilities using either logistic regression
stacking or a shallow meta-classifier.

Let p(x) = [Pyit, Pdeits Deffs Perad) € R? denote the concate-
nated probability vector.

Probability stacking (logistic regression). We apply logistic
regression directly to the branch probabilities:

1
ﬁ_0<zwkpk+b>,

k=1

19)

which is fast, interpretable, and provides a strong baseline.



Meta-classifier fusion (MLP). Alternatively, we feed p(z)
into a learned shallow network:

z1 = ReLU(Wp(z) + by) € R*?, (20)
2y = ReLU(Waz; + by) € RS, 21
ﬁ = O'(Wgzz + bg,) S [0, 1}- (22)

This allows the fusion layer to learn non-linear combinations
of branch predictions.

1) Fusion meta-models: We combine the four branch outputs
using either (i) probability stacking or (ii) an MLP meta-
classifier. For probability stacking (logistic regression):

Pruse () = (0 + iehvie(Z) + QdeitPaeit ()

+O‘effpeff(x) + agradpgrad (l)) . (23)

For the meta-MLP fusion, we feed p(z) = [pyit, Ddeit, Defrs pgrad]
into a learned network:

pfuse(z) = U(MLP([)(Z‘))) . (24)

III. RESULTS

A. Metrics

We report accuracy, precision, recall, F1, and AUROC. For
forensic operating points, we additionally track calibration via
Expected Calibration Error (ECE).

B. Branch Results on OpenFake Subsets

TABLE I: Branch model performance on OpenFake subset,
Niest = 2420)

Model Acc. Prec. Rec. F1

ViT-Base 85.70% 0.860 0.857 0.857
DeiT-Base Distilled 85.58% 0.873 0.840 0.856
EfficientNet-BO 87.90% 0.879 0.880 0.879
Gradient Field CNN  82.00% 0.821 0.837  0.829

C. AI-GenBench Benchmark Evaluation (10% Subset)

Al-GenBench is an ongoing benchmark designed to evaluate
Al-generated image detection under evolving generators and
standardized protocols [1]]. We follow a fixed random-seed
split and report results on the held-out test set. The benchmark
website provides additional protocol details and updates [7].

TABLE II: AI-GenBench (10% subset): benchmark results
reported on the test split.

Model Acc. Prec.  Rec. F1

ViT fine-tuned 90.85%  0.857 0.958  0.905
DeiT fine-tuned 87.50% 0.895 0.850 0.872
Gradient CNN fine-tuned 7437% 0.819 0.683  0.745
EfficientNet-BO fine-tuned 96.70%  0.998 0.973  0.990
Fusion (logistic regression) 84.46% 0.856 0.862 0.858
Fusion (meta-classifier MLP)  78.90% 0.816 0.794  0.804

D. Manual Generated Dataset Evaluation

We evaluate our models on a manually generated dataset
containing images from Nano Banana, Bing Image Creator,
and DALL-E to assess generalization to diverse contempo-
rary generators. The dataset is publicly available at https:
//lhuggingface.co/DeepFakeDetector/manual-gen-images!

TABLE III: Manual Generated Dataset: branch model results
on Nano Banana, Bing, and DALL-E images (Vg = 212).

Model Acc. Prec. Rec. F1

ViT-Base fine-tuned 80.66% 0.895 0.802 0.806
DeiT-Distilled fine-tuned 89.62%  0.857 0.941 0.897
EfficientNet-BO fine-tuned 96.70% 0.998 0.973  0.990
Gradient Field CNN fine-tuned 74.56% 0.815 0.692  0.749

TABLE IV: Manual Generated Dataset: fusion model results
(Ntesl = 212)-

Model AUROC
Fusion (logistic regression) 0.9941
Fusion (meta-classifier MLP) 0.9942

E. Calibration
We report calibration via Expected Calibration Error (ECE).

TABLE V: Calibration: Expected Calibration Error (ECE, 15
bins).

Model ECE
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Fig. 3: ROC curves for individual branches and the 4-stream
fusion model.
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IV. WEB DEPLOYMENT

A web interface was implemented using a FastAPI backend
and React frontend to demonstrate real-time inference and
visualization of model predictions. The system loads model
artifacts from Hugging Face and performs parallel inference
across the four branches before fusion. The live demo is
available at https://www.deepfake-detector.app/.

MODERN DISTRIBUTED WEB APP ARCHITECTURE FOR MULTI-MODEL INFERENCE & EXPLAINABILITY
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Fig. 4: Distributed deployment architecture for multi-model
inference and explainability. The client (Vercel) sends an
HTTPS request to a stateless FastAPI service (Hugging Face
Spaces), which loads versioned model artifacts from Hugging
Face Hub, runs submodels in parallel, fuses predictions, and
returns probabilities alongside explainability overlays.

V. CONCLUSION

We presented DeepFakeDetector, a multi-branch framework
that combines transformer-based semantic cues, convolutional
transfer learning, and gradient-coherence signals for Al-
generated image detection. On OpenFake subsets, individ-
ual branches range from 72.69% (frozen ViT) to 87.90%
(EfficientNet-B0) accuracy. On the AI-GenBench benchmark,
our models demonstrate strong baseline performance and
reveal complementary signals across branches, as supported
by ROC analysis. Finally, we demonstrated a production
web deployment that dynamically serves versioned models
from Hugging Face and provides user-facing explainability
visualizations.
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